
L
L

V
M

 an
d
 th

e state o
f san

itizers o
n
 B

S
D

D
a
v
id

 C
a
rlier

–
F

ren
ch

 so
ftw

are en
g
in

eer liv
in

g
 in

 Irelan
d
.

–
C

o
n
trib

u
te to

 v
ario

u
s o

p
en

so
u
rce p

ro
jects d

irectly
 o

r in
d
irectly

 

related
 to

 F
reeB

S
D

 an
d
 O

p
en

B
S

D
 m

ain
ly

, fro
m

 en
terp

rise so
lu

tio
n
s to

 

m
o
re en

tertain
in

g
 o

n
es lik

e v
id

eo
 g

am
es.

–
C

o
n
trib

u
to

r L
L

V
M

 sin
ce en

d
 o

f 2
0
1
7
, co

m
m

itter sin
ce M

ay
 2

0
1
8
.

–
U

sed
 to

 w
rite fo

r B
S

D
M

ag
.

S
ta

tu
s o

n
 F

reeB
S

D
 a

n
d

 O
p

e
n

B
S

D

H
o
w

 it h
ad

 started
 ?

–
It o

ften
 starts co

m
es w

ith
 in

itial fru
stratio

n
.

–
In

d
eed

, after h
av

in
g
 tried

 fu
zzer u

n
d
er L

in
u
x
 an

d
 q

u
ite p

leased
 w

ith

th
e o

u
tco

m
es, I realized

 it w
as n

o
t su

p
p
o
rted

 u
n
d
er F

reeB
S

D
.

–
F

ro
m

 th
is p

o
in

t, y
o
u
 can

 try
 to

 so
lv

e th
is “issu

e” b
y
 co

n
trib

u
tin

g
.

–
A

fter a certain
 tim

e, p
atien

ce an
d
 relen

tlessn
ess, th

ey
 m

ig
h
t g

iv
e 

y
o
u
 th

e co
m

m
it accesses.

W
h

a
t is im

p
lem

en
ted

 in
 F

re
eB

S
D

 ?

–
ad

d
ress san

itizer (asan
).

–
th

read
 san

itizer (tsan
).

–
m

em
o
ry

 san
itizer fo

r th
e x

8
6
/6

4
 arch

itectu
re (m

san
).

–
cach

e frag
 p

art o
f th

e efficien
cy

 san
itizer (esan

).

–
u
n
d
efin

ed
 b

eh
av

io
r san

itizer (u
b
san

).

A
lso

 th
e fo

llo
w

in
g
 co

m
p
o
n
en

ts

–
lib

F
u
zzer.

–
X

-R
ay

 in
stru

m
en

tatio
n
.

–
S

afestack
.

–
lib

C
F

I

W
h
a
t co

u
ld

 b
e p

o
rted

–
th

e w
o
rk

in
g
 sets p

art o
f esan

.

D
ifficu

lt to
 p

o
rt

–
lsan

 d
u
e to

 lack
 o

f th
e sto

p
 th

e w
o
rld

 featu
re in

 th
e k

ern
el.

W
h

a
t is im

p
lem

en
ted

 in
 O

p
en

B
S

D
 ?

–
u
b
san

–
lib

F
u
zzer

–
X

-R
ay

 in
stru

m
en

tatio
n
.

W
h
a
t w

o
n
't b

e p
o
rted



–
o
th

er san
itizers “d

u
e” to

 A
S

L
R

 n
o
t p

o
ssib

le to
 d

isab
le it also

 n
o
t 

p
o
ssib

le to
 m

ap
 larg

e reg
io

n
s o

f m
em

o
ry

 fo
r th

e sh
ad

o
w

 m
ap

p
in

g
s.

–
S

afestack
, ev

en
 if it w

as p
o
ssib

le, h
as n

o
t m

u
ch

 o
f in

terest as 

O
p
en

B
S

D
 h

as sim
ilar featu

res o
u
t o

f th
e b

o
x
.

W
h

a
t a

re
 th

e
 k

e
y
 ro

le
s o

f th
e sa

n
itiz

ers ?

T
h
ey

 allo
w

 to
 d

etect at ru
n
tim

e so
m

e w
ell k

n
o
w

 b
u
g
s esp

ecially
 th

e o
n
es 

w
h
ich

 are d
ifficu

lt to
 d

etect in
 p

ro
d
u
ctio

n
 en

v
iro

n
m

en
ts.

–
m

san
 is m

ain
ly

 all ab
o
u
t d

etectin
g
 n

o
t in

itialized
 p

o
in

ters.

–
asan

 is m
o
re fo

r m
em

o
ry

 h
an

d
lin

g
 as d

o
u
b
le an

d
 u

se after free ; 

h
eap

 an
d
 stack

 o
v
erflo

w
s ... m

in
u
s th

e m
em

o
ry

 leak
s d

etectio
n
 

u
n
d
er B

S
D

 as leak
 san

itizer is n
o
t d

o
ab

le at th
e m

o
m

en
t. asan

 is 

m
u
tu

ally
 ex

clu
siv

e w
ith

 m
san

.

–
u
b
san

 fo
r erro

rs ab
o
u
t in

teg
er o

v
erflo

w
s (ty

p
ical cases are th

e sh
ift 

o
p
eratio

n
s), m

isalig
n
ed

 p
o
in

ters d
u
e to

 casts w
ith

 d
ifferen

t 

alig
n
em

en
ts.

–
tsan

 to
 d

etect race co
n
d
itio

n
s in

 m
u
ltith

read
 co

n
tex

ts.

–
esan

 b
asically

 h
elp

s to
 p

ack
 th

e d
ata stru

ctu
res efficien

tly
 to

 av
o
id

 

cach
e frag

m
en

tatio
n
, as y

o
u
 w

o
u
ld

 try
 to

 d
o
 m

an
u
ally

 w
ith

 to
o
ls 

lik
e p

h
o
le fo

r ex
am

p
le.

W
h

a
t is fu

zzin
g
 a

ll a
b

o
u

t ?

–
It is a testin

g
 tech

n
iq

u
e, “in

v
en

ted
” in

 late 8
0
's b

y
 B

arto
n
 M

iller, 

w
h
en

 b
asically

 y
o
u
 try

 to
 g

iv
e ran

d
o
m

 d
ata to

 y
o
u
r so

ftw
are an

d
 its 

d
ep

en
d
en

cies in
clu

d
ed

.

–
In

p
u
ts so

u
rce co

m
e fro

m
 w

h
at call “co

rp
u
s”.

–
It is g

o
o
d
 to

 fin
d
 p

articu
lar set o

f b
u
g
s, b

ased
 o

n
 in

p
u
t h

an
d
lin

g
 

b
asically

 w
h
ile try

in
g
 to

 co
v
er as m

u
ch

 as p
o
ssib

le co
d
e p

ath
s b

y
 

m
u
tatin

g
 th

ese in
p
u
ts.

–
Id

eally
 ru

n
n
in

g
 lo

n
g
, as th

e d
ata w

ill u
n
d
erg

o
 so

m
e “m

u
tatio

n
” in

 

th
e p

ro
cess,  as n

ecessary
 u

n
til it crash

es ev
en

tu
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.

–
C

o
m

p
letes trad
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n
al u

n
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o
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W
h

a
t co

r
p

u
s m

ea
n

s ?

–
P

lace h
o
ld

er fo
r in

p
u
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p
u
ts w

h
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it th

e p
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lar so
ftw
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–
L

et's im
ag

in
e an

 im
ag

e lib
rary

 read
er w

h
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n
 sp

ecific 

b
in

ary
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rm
at h

ead
er to
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g
n
ize if it is p

n
g
/jp

eg
 an

d
 so

 o
n
.

–
T

h
e co

rp
u
s w

ill th
en
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an

d
 crafted

 d
ata fo

r a p
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–
T
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ere is p

o
ssib
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 m

o
re th

an
 o

n
e co

rp
u
s b

u
t th
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rp
u
s co

u
ld

 

p
o
ssib

ly
 b

e m
erg

ed
, k

eep
in

g
 o

n
ly

 th
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an
t m

u
tatio

n
 resu

lts.

–
T

h
o
se m

u
tatio

n
s w

ill b
e th

en
 sto

red
 (an

d
 to

 b
e reu

sed
) in

 th
is 

co
rp

u
s.

W
h

a
t m

u
ta

tio
n

 m
ea

n
s in

 lib
F

u
zz

er co
n

te
x
t ?

–
M

u
tatio

n
 sim

p
ly

 m
ean

s so
m

e b
y
tes are d

eleted
, so

m
e o

th
ers are 

in
serted

, g
o
t sh

u
ffled

 at ran
d
o
m

 o
ffsets. A

 d
ictio

n
ary

 (fo
rm

at 

k
ey

=
v
alu

e) can
 b

e u
sed

 to
o
.

–
S

o
ftw

are d
ev

elo
p
ers m

ig
h
t start to

 h
av

e co
n
cern

s ... T
h
at w

o
u
ld

 

trig
g
er a seg

fau
lt, stack

 o
v
erflo

w
s o

r S
IG

B
U

S
 th

ro
w

in
g
.
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k
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w

H
o
w

 d
o
e
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o
rk

s u
n

d
er

 L
L

V
M

 ?

–
B

asic flag
 is -fsan

itize=
fu

zzer to
 g

iv
es to

 eith
er th

e C
 o

r C
+

+
 

fro
n
ten

d
.

–
T

h
e co

d
e in

 q
u
estio

n
 n

eed
s to

 h
av

e a sp
ecific en

try
 p

o
in

t at 

m
in

im
u
m

 to
 receiv

e th
e in

p
u
t d

ata, m
ain

 is alread
y
 p

resen
t. S

ay
in

g
 

th
at, th

ere is an
 o

p
tio

n
al startu

p
 fu

n
ctio

n
 to

 im
p
lem

en
t w

h
ich

 catch
 

th
e arg

u
m

en
ts.

–
Y

o
u
 can

 also
 im

p
lem

en
t th

e m
u
tatio

n
 an

d
 co

m
b
in

atio
n
 p

art.

–
C

an
 b

e co
m

b
in

ed
 w

ith
 an

o
th

er san
itizer flag

 as u
b
san

, asan
, m

san
, 

ev
en

 lsan
 ...

–
O

n
ce th

e b
in

ary
 b

u
ilt, h

as p
leth

o
ra o

p
tio

n
s as p

arallel jo
b
s, 

en
ab

lin
g
/d

isab
lin

g
 sig

n
al in

tercep
tio

n
s, m

em
o
ry

 u
sag

e lim
it, ... 

so
m

e o
p
tio

n
s are d

ep
en

d
en

t to
 o

th
er san

itizers fo
r ex

am
p
le 

d
etectin

g
 m

em
o
ry

 leak
s.

W
e sa

id
 o

p
tio

n
s ?

–
A

 fu
zzed

 lib
rary

 ru
n
 each

 tim
e th

e w
h
o
le p

ro
cess, w

e can
 lim

it th
e 

n
u
m

b
er o

f ru
n
s. L

im
its th

e m
ax

 len
g
th

 o
f th

e in
co

m
in

g
 in

p
u
ts.

–
C

an
 b

e ran
 w

ith
 p

arallel jo
b
s.

–
E

n
ab

le/d
isab

le certain
 sig

n
al in

terru
p
tio

n
.

–
L

im
it th

e m
em

o
ry

 u
sag

e.

–
C

o
n
tro

l th
e d

eg
ree o

f m
u
tatio

n
.

C
u

lp
rits o

f th
e fu

zzin
g
 ...

–
T

h
ere are certain

 ty
p
e o

f so
ftw

ares m
o
re d

ifficu
lt to

 fu
zz.

–
F

o
r in

stan
ce, so

ftw
ares listen

in
g
 o

n
 a so

ck
et !

–
E

x
am

p
le w

ith
 h

2
o
 w

h
ich

 is a w
eb

 serv
er lib

rary
 an

d
 u

ses lib
F

u
zzer 

fo
r its tests.

–
In

d
eed

, in
 th

is case th
ere is a n

eed
 to

 create a w
h
o
le h

an
d
crafted

 

co
n
fig

u
ratio

n
, creatin

g
 a clien

t req
u
est fro

m
 th

is fu
zzed

 d
ata. 

F
o
rtu

n
ately

, h
2
o
 is m

ain
ly

 a sh
ared

 lib
rary

, th
in

g
s g

et co
m

p
licated

 

if it s a m
o
n
o
lith

ic b
in

ary
.
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p
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p
u
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p
u
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C
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p
u
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C
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 c
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X
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y
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m

e
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tio

n

Is a ru
n
 tim
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g
 facility

. M
ain

ly
 m

ad
e fo

r fu
n
ctio

n
 tim

in
g
 

m
easu

rem
en

ts.

C
an

 b
e refin

ed
 b

y
 ex

p
licitly

 tracin
g
 o

r n
o
t tracin

g
 certain

 fu
n
ctio

n
s v

ia 

clan
g
 attrib

u
tes, co

n
fig

u
ratio

n
 files o

r at least b
y
 fu

n
ctio

n
 th

resh
o
ld

s.

C
an

 b
e en

ab
led

/d
isab

led
 at ru

n
tim

e.

W
h
en

 d
isab

led
, th

e p
erfo

rm
an

ce o
v
erh

ead
 is u

su
ally

 n
o
n
 ex

isten
t b

u
t h

as a 

m
o
re n

o
ticeab

le p
erfo

rm
an

ce d
ifferen

ce w
h
en

 en
ab

led
 b

u
t so

m
eh

o
w

 su
ited

 

to
 b

e ran
 in

 p
ro

d
u
ctio

n
.

B
u
t u

su
ally

 o
n
ly

 to
 b

e ru
n
 fo

r a certain
 tim

e an
d
 fo

r a su
b
set o

f fu
n
ctio

n
s in

o
rd

er to
 co

llect en
o
u
g
h
 d

ata d
ep

en
d
en

t also
 o

n
 th

e fu
n
ctio

n
 th

resh
o
ld

 an
d
 

th
e m

em
o
ry

 u
sag

e lim
it w

ish
 fo

r th
e in

 m
em

o
ry

 b
u
ffer d

ata co
llectio

n
.

H
o
w

 d
o
e
s it w

o
rk

 ?

–
X

ray
 in

jects in
stru

m
en

tatio
n
 h

o
o
k
s at fu

n
ctio

n
 en

try
 an

d
 ex

its.

–
E

m
p
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 h
o
o
k
s u

n
til x
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 so
 as ru

n
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u
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 b

y
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cle co

u
n
ter, fu

n
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n
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en
tifier, th
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, b
ase ad

d
ress m

etad
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T

h
e b

asic flag
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ray
-in
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m

en
t

–
O

u
r b

in
aries co

n
tain

s n
o
w

 x
ray

_
in

str_
m
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 an
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ray
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fn

_
id

x
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n
s w
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 d
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m
en

ts.

–
W

e n
eed
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o
se d

ata fro
m
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lf b
in
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o
u
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h
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>
 llv

m
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.
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u
n
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 d
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d
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p
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P
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 d
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u
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, d
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.
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 b
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, fo
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o
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d
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ea o
f th

e p
o
ssib

le b
o
ttlen

eck
s.
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